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• Discuss the need for SAFER (Safety 
Assurance Factors for EHR Resilience) 
Guides 

– Review R&D methods 
– Development Approach and Guide Review 
– Q&A/Discussion 

Agenda 



To develop and validate proactive, self-
assessment tools to ensure that EHR-
enabled clinical work systems are safe 
and effective 

SAFER Project Goal… 
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Health IT risks exist 



The more Health IT you have,  
the more prepared you need to be! 

Be Prepared! 
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• Survey of Scottsdale Institute Membership 
– 95% had at least 1 unplanned downtime in past 3 yrs 
– 79% or organizations had at least one unplanned downtime of 

at least 8 hours 
• 13% had 24+ hours of downtime 

– 1 organization had an injury to a patient or staff member 
during a planned downtime 

– 2 organizations had an injury to a patient or staff member 
during an unplanned downtime 

 

This can happen anywhere… 

7 
Contingency Planning for EHR-based Care Continuity: A Survey of Recommended Practices. 
Sittig et al Int J Med Inform. 2014 Nov;83(11):797-804. 



• August - September 2012; 369 respondents 
• Survey topic areas included: 

– Frequency of EHR-related serious safety events 
– Factors affecting EHR-related serious safety events  
– Best practices to avoid EHR-related serious safety events 
– Tracking of EHR-related safety measurements 

 

We did a survey of ASHRM and  
AHLA members 

8 EHR-Related Safety Concerns: A Cross-Sectional Survey. J Healthc Risk Manag. 2014;34(1):14-26. 



• 53% admitted to at least one EHR- 
related serious safety event in the  
previous five years;  
– 10% experienced more than 20 events  

Frequency of serious safety events in the last 5 
years 

9 EHR-Related Safety Concerns: A Cross-Sectional Survey. J Healthc Risk Manag. 2014;34(1):14-26. 
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Type and frequency of health IT-related 
safety events in the past 5 years 

Type of safety event  
Frequently + 
Occasionally - % 

Data is incomplete, missing or misleading 52 
Open or incomplete patient orders  51 
Procedures and policies are ineffective  46 
Failure to follow up abnormal test results  44 
Confusing one patient with another  43 
Reliance upon inaccurate or incomplete patient data  39 
Intentionally or accidently subverting CDS 34 
Automatic discontinuation of a prescription  29 
Data aggregation leading to erroneous data reporting  27 
Prolonged EHR downtime  20 
Errors resulting from implementing legal mandates 17 

EHR-Related Safety Concerns: A Cross-Sectional Survey. J Healthc Risk Manag. 2014;34(1):14-26. 



11 ECRI Institute PSO Deep Dive: Health Information Technology. Plymouth Meeting, PA (2012).  

Results of the ECRI deep dive 

Presenter
Presentation Notes

Health IT can only make an impact if it is designed, installed, and used correctly.
Health IT-related errors include system malfunctions, incorrect use of the system, and faulty interfaces
Health IT errors have the potential to affect many patients



• Clinicians/institutions unaware of best practices 
for safe EHR implementation & use 

• Difficult to identify errors embedded in flawed 
interfaces between components of the EHR 

• Solutions cannot be addressed through 
improvements in technology alone 

National initiatives should be accompanied 
by guidance for the frontlines 

12 
The SAFER Guides: Empowering Organizations to Improve the Safety and Effectiveness of  
Electronic Health Records. Sittig, Ash, Singh. Am J Manag Care. 2014 May;20(5):418-23. 
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Type of HIT-related safety concern Examples 

1. Instances in which HIT fails during use or 
is otherwise not working as designed.   

Broken hardware or software 
“bugs” 

2. Instances in which HIT is working as 
designed, but the design does not meet 
the user’s needs or expectations. 

Usability issues 

3. Instances in which HIT is well-designed 
and working correctly, but was not 
configured, implemented, or used in a 
way anticipated or planned for by system 
designers and developers. 

Duplicate order alerts that fire 
on alternative PRN pain 
medications 

 
 

Defining Major types of HIT-related Safety 
Concerns  
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Type of HIT-related safety concern Examples 

4. Instances in which HIT is working as 
designed, and was configured and used 
correctly, but interacts with external 
systems (e.g., via hardware or software 
interfaces) so that data is lost or 
incorrectly transmitted or displayed. 

Medication order for extended 
release morphine 
inadvertently changed to 
immediate release morphine 
by error in interface translation 
table 

5. Instances in which specific safety features 
or functions were not implemented or not 
available (i.e., HIT could have prevented a 
safety concern). 
  

Hospitalized patient 
inadvertently receives 5 grams 
of acetaminophen in 24 hours 
because maximum daily dose 
alerting was not available 

 
 

5 Major types of HIT-related Safety Concerns  

Sittig, Classen, Singh. J Am Med Inform Assoc. 2014 Oct 20.  



• Literature review to identify best practices 
• Expert panel meetings 
• Stakeholder engagement 
• Fieldwork at purposively selected sites  
• Cognitive interviews reviewing the guides 
• Pilot testing the guides 

 

Methods for Development 

15 
Safety Assurance Factors for Electronic Health Record Resilience (SAFER): study protocol.  
BMC Med Inform Decis Mak. 2013 Apr 12;13:46. 



• American College of Physicians 

• American Health Information 
Management Association 

• American Hospital Association 

• American Medical Informatics 
Association 

• American Society for Healthcare 
Risk Management 

• Association of Medical Directors 
of Information Systems  

• CDC’s Laboratory Health IT Panel 

 

Stakeholder Engagement 
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• Health Information Management 
Systems Society 

• Institute for Healthcare Improvement 

• Medical Group Management 
Association 

• Patient Safety Organizations 

• The Scottsdale Institute 

• Summer Institute for Nursing 
Informatics 

• Texas Medical Association 

• The Joint Commission 



• Learn about new best practices 
• Discover differences across kinds of sites 
• Interview and observe to find out who would use 

the guides, how, and when 
• To find out what would be most useful to them 
• Iteratively refine the guides 

 

Site Visits 
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• Who can answer the questions (team?) 
• Is guide user-friendly? 
• Are questions user-friendly? 
• Completion time 
• Synchronous or asynchronous  

completion? 

Pilot Testing  

18 



• Discuss the need for SAFER (Safety 
Assurance Factors for EHR Resilience) 
Guides 
–Review R&D methods 
–Development Approach and Guide 

Review 
–Q&A/Discussion 

Agenda 
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• Design, development, implementation, use, 
and evaluation of health IT is complex and 
prone to failure 

 
• Need new scientific “conceptual models” to 

get this right!  

Used a Multifaceted Approach 

20 Sittig & Singh. JAMA. 2009 Sep 9;302(10):1111-3.  



8-dimensional Socio-Technical Model of Safe 
& Effective EHR Use 

21 (Sittig & Singh. Qual Saf Health Care. 2010 Oct;19 Suppl 3:i68-74.) 



• Safe IT:  
– events unique/specific to EHRs; more likely early in 

implementation  

• Using IT safely:  
– unsafe or inappropriate use of technology  
– unsafe changes in workflows that emerge from technology use 

• Using IT to improve/monitor safety 
– monitor health care processes and patient outcomes to 

identify potential safety concerns before harm 

Evolution of Safety  
(and Risks) – Phases of HIT Safety 

22 Sittig & Singh N Engl J Med. 2012 Nov 8;367(19):1854-60.  

http://www-ncbi-nlm-nih-gov.ezproxyhost.library.tmc.edu/pubmed/?term=sittig+singh+nejm
http://www-ncbi-nlm-nih-gov.ezproxyhost.library.tmc.edu/pubmed/?term=sittig+singh+nejm
http://www-ncbi-nlm-nih-gov.ezproxyhost.library.tmc.edu/pubmed/?term=sittig+singh+nejm
http://www-ncbi-nlm-nih-gov.ezproxyhost.library.tmc.edu/pubmed/?term=sittig+singh+nejm


SAFER Conceptual Model 

23 Meeks et al J Am Med Inform Assoc. 2014 Feb;21(e1):e28-34. 

http://www-ncbi-nlm-nih-gov.ezproxyhost.library.tmc.edu/pubmed/?term=sittig+meeks


• Phase 1  Safe Health IT: Address Safety Concerns Unique to 
EHR Technology 

1. Data Availability  
2. Data Integrity  
3. Data Confidentiality  

• Phase 2  Using Health IT Safely: Optimize the Safe Use of EHRs 
4. Complete/Correct EHR Use  
5. EHR System Usability  

• Phase 3  Monitoring Safety: Use EHRs to Monitor and Improve 
Patient Safety 

6. Safety Surveillance, Optimization, and Reporting  

6 SAFER Principles in 3 Phases 

24 Sittig et al. J Am Health Inform Management Association, 2014 



• Foundational Guides  
– High Priority Practices  
– Organizational Responsibilities  

• Infrastructure Guides  
– System Configuration  
– System Interfaces  
– Contingency Planning  

• Clinical Process Guides  
– Patient Identification  
– Computerized Provider Order Entry with CDS  
– Test Results Reporting and Follow-up  
– Clinician Communication 

Nine SAFER Guides  

25 



• Each SAFER Guide has between 10-25 “recommended 
practices” 
– “What” to do to optimize the safety and safe use of the EHR 

• Practices assessed as “fully implemented,” “partially 
implemented,” or “not implemented” 

Start with Practices 

26 



• Help organizations/practices set goals and track 
progress  

• Provide Rationale to explain “why” each recommended 
practice is important 

• Provide Examples to operationalize each recommended 
practice 
– Examples illustrate “how” the recommended practices could be 

implemented  

Planning Worksheets are Extra Help 

27 



• The High Priority Practices SAFER Guide identifies “high 
risk” areas and “high priority” safety practices  

• Multi-disciplinary team recommended to help focus on 
most important safety challenges and risks 

• Requires engagement of people both within and outside 
practice/organization (e.g. EHR technology developers 
and diagnostic services providers) 

• Collaboration between clinicians and staff members 
 

Which Guide to Begin With and How? 

28 
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SAFER Walkthrough 
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SAFER Worksheet – Practice 3 
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SAFER Worksheet – Practice 3 
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SAFER Worksheet – Practice 3 
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SAFER Worksheet – Practice 3 
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SAFER Worksheet – Practice 3 
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SAFER Worksheet – Practice 3 
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Interactive Section of Worksheet 



37 

Supported by References 
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Interactive Section of Worksheet 



SAFER Phases and Principles 
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40 

SAFER Phases and Principles 
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HIPAA References 



Meaningful Use References 

42 



• Funding Acknowledgement: ONC 

• SAFER Guides http://www.healthit.gov/safer 

• Hardeep Singh – Hardeeps@bcm.edu 
http://www.houston.hsrd.research.va.gov/bios/singh.asp 
@HardeepSinghMD 

Additional support: VA, AHRQ 

• Dean F. Sittig – Dean.F.Sittig@uth.tmc.edu 
https://sbmi.uth.edu/faculty-and-staff/dean-sittig.htm 
@DeanSittig 

Thank You 

43 

http://www.healthit.gov/safer
mailto:Hardeeps@bcm.edu
http://www.houston.hsrd.research.va.gov/bios/singh.asp
mailto:Dean.F.Sittig@uth.tmc.edu
https://sbmi.uth.edu/faculty-and-staff/dean-sittig.htm


Upcoming HPOE Live! Webinars 
• December 16, 2014 

– University Hospitals Journey to Increase Diversity 
in Leadership and Reduce Health Care Disparities 

For more information go to www.hpoe.org 

 



With Hospitals in Pursuit of Excellence’s 
Digital and Mobile editions you can: 
 Navigate easily throughout the issue via 

embedded search tools located within 
the top navigation bar 

 Download the guides, read offline and 
print 

 Share information with others through 
email and social networking sites 

 Keyword search of current and past 
guides quickly and easily 

 Bookmark pages for future reference 

Important topics covered in the digital and 
mobile editions include: 
 Behavioral health   
 Strategies for health care transformation 
 Reducing health care disparities  
 Reducing avoidable readmissions 
 Managing variation in care 
 Implementing electronic health records 
 Improving quality and efficiency 
 Bundled payment and ACOs 
 Others 

 

@HRETtweets 

#hpoe #equityofcare 
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